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PCI DATA SECURITY
STANDARDS SERVICES

According to the Verizon 2018 Data Breach Investigation

Report, the most frequent compromised data varieties include:
Personally ldentifiable Information - 36%

:l CARD Payment Card Information - 34%
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According to the 2017 Cost of Data Breach Study
from Ponemon Institute, the average cost of a
data breach to a company is $3.62 million.
CUSTOMERS, PATIENTS AND CLIENTS TRUST YOU .
=)

WITH THEIR CREDIT CARD DATA - SO IS IT SECURE? |Gooo

According to the PCI Data Security Standards, if you store, process, or transmit credit card Joc—=—,
data, you must ensure all credit card information is maintained in a secure environment. .

SECURE YOUR DATA,
BE COMPLIANT S PCIExperts,
LBMC Information Security offers a full suite of \\ Qualified secu"ty Assessors

payments-related data security services to help
you attain and demonstrate PCl compliance.

As a certified PCI QSA, our experts can help you
navigate through a maze of regulations, offering

practical solutions to help you achieve and
maintain compliance.

(844) 526-2732 info@LBMCInformationSecurity.com LBMClInformationSecurity.com
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FULL SUITE OF PCI SERVICES

PCI Audit & Report on Compliance

* Expert-led audit process makes PCI
assessment less painful

» Long-term partner approach

* Industry leading collaboration and data
exchange tools

* Option for “audit once, report many” if
different frameworks also apply

PCI Flash Assessment

* Quick assessment to provide roadmap on
PCl compliance strategy

» Scope analysis

PCI Gap Analysis Assessment

*» Review of compliance efforts performed
to date

* Receive guidance on how to become
compliant

* Clear, insightful guidance on scope
reduction

« Actionable list of remediation steps

PCI Consulting (Virtual QSA)

* Receive expert advice on PCl Compliance
from senior-level QSA

» Get timely answers and solutions to your
current projects that could affect PCI
compliance

+ Only pay for the time you need

PCI Penetration Testing
+ Assure compliance with PCI DSS Req 11.3
» Assess your susceptibility to security attacks

« Full suite of technical services: Internal and
external testing, phishing, wireless, and
physical security assessments

ASV Quarterly Scanning

+ Assure compliance with PCI DSS Req 11.2
* LBMC-led or company-led scanning

* Industry leading scanning engine

* Ability to schedule reoccurring scans

* Unlimited scanning / rescanning

(844) 526-2732

CYBER SECURITY
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Risk Assessments
» Assure compliance with PCI DSS Req 12.2

« Independent, objective perspective on
control environment

« Compliance mapping with multiple
frameworks and standards

* Proprietary Automated Risk Assessment
tool, BALLAST

Web App Security Testing
« Assure compliance with PCI DSS Req 6.6

« Evaluate security of authenticated and
unauthenticated functionality

« Identify vulnerabilities that could be
exploited by an attacker

« Dynamic application fuzzing

IDS/IPS Monitoring
* Assure compliance with PCI DSS Req 11.4
« Identify hostile activity in real time

« Take immediate action to block undesirable
network traffic

* 24/7 monitoring by security analysts

« Immediate alerts of threat analysis and
recommended steps to eliminate the threat

Cloud-Managed SIEM

» Assure compliance with PCI DSS Req 10
« Dedicated 24/7 coverage of security events

« Standard alerts and triggers to identify
common attack characteristics

« PCI DSS use cases and alerts included

« Custom alerts and intrusion reports to fit
your needs

Card Data Discovery

* Help meet PCI requirements to identify all
stored card data

« Ability to scan files and data stores

« Data Discovery can be expanded to PII
and/or ePHI

PCl Training & Education
« Train employees on PCI Security

« Provide education (overview and specific)
on PCl Compliance rules and processes

» Improve security awareness of personnel
and reduce susceptibility to people-based
attacks

LBMClInformationSecurity.com



